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1
Decision/action requested

Approve the pCR to TR 33.882.
2
References

[1]
3GPP TR 33.882: "Study on personal IoT networks security aspects ".

[2]
3GPP TR 23.700-78: "Study on Application layer support for Personal IoT Network"
3
Rationale

The FS_PINAPP study in SA6 specifies interactions among PINE, PEGC, PEMC, and PIN Server in TR 23.700-78 [2]. 
When a PINE connects to a PEGC, the PINE first needs to be identified by PEMC or PIN Server, then whether the connection is allowed or not needs to be authorizaed by PEMC or PIN Server. The authorization based on MAC address is a possible way, but also is not a secure way as the MAC address can be easily tampered. The PINE in most cases is a device without or with limited user input capability (e.g., only enable menu selection), so authentication for identification and authorization for connecting PEGC based on user input also is not feasible.
It needs to study a way for providing some information to PINE, which is used for authentication for identification, and used for authorizing by PEMC or PIN Server when the PINE connects to a PEGC. The information could be a token, a key, or some other possibilities.
This contribution proposes a new key issue, considering the authorizing PINE connecting to PEGC, to be included in TR 33.882 [1]. 

4
Detailed proposal

****Start of Change (New Text) ****
5.X
Key Issue #X: Provision information to PINE for authenticating and authorizing PINE connects to PEGC
5.X.1
Key issue details

When a PINE initially accesses a PIN, it may not have any secure configuration. When the PINE connects to a PEGC, the PINE shall be first identified and then be authorized by PEMC or PIN Server whether the connection is allowed or not. The identification and authorization based on MAC address is a possible way, but also is not a secure way as the MAC address can be easily tampered. The PINE in most cases is a device without or with limited user input capability (e.g., only enable menu selection), so authentication for identification and authorization for connecting PEGC based on user input also is not feasible.
It needs to study a secure way for providing information to PINE, which is used for authenticating the PINE for identification, and used for PEMC or PIN Server authorizing the PINE connects to a PEGC.
5.X.2
Security threats

The PEMC or PIN Server are not able to authenticate the PINE for identification and to authorize the PINE connecting to a PEGC in a secure way.

5.X.3
Potential security requirements

The secure way for providing information to PINE for authentication by PEMC, PIN Server, or external DN-AAA shall be supported, which may have 5GC impact.  
****End of Change****
